STAT
Declassified in Part - Sanitized Copy Approved for Release 2013/04/18 .
CIA-RDP91B00390R000300210007-7

o\@

<

Next 1 Page(s) In Document Denied

Q &

Declassified in Part - Sanitized Copy Approved for Release 2013/04/18 :
CIA-RDP91B00390R000300210007-7




"samember 20, 1988

RELIEF OF MICHAEL WILDING

~Mr. BYRD. Mr. President, I ask
unanimous consent that the Senate
proceed to the immediate consider-
ation of Calendar Order No. 936, S.
1919, .

The PRESIDING OFFICER. The
clerk will state the_bill by title.

The assistant legislative clerk read
as follows:

A bill (S, 1919) for the relief of chhael

Wilding,

The PRESIDING OFFICER. Is
there objection .to-the immediate con-
sideration of the bill?

There being no objection, the Senate
proceeded to consider the bill.

AMENDMENT NO. 3171
(Purpose: To waive section (a)23) of the

Immigraticn and Nationality Act, relating

to a grounds for exclusion)

Mr. BYRD. Mr. President, I send to
the desk an amendment on behalf of
Mr. KenNEDY and ask for its immedi-
ate consideration.

The PRESIDING OFFICER. The
clerk will report.

. The assistant legislative clerk read
as follows:

The Senator from West Virginia {Mr.
Bymrp]l for Mr. KENNEDY, proposes an
amendment numbered 3171.

Mr. BYRD. Mr. President, I ask
unanimous consent that the reading of
the amendment be dispensed with.

The PRESIDING OFFICER. With-
out objection, it is so ordered.

The amendment is as follows:

On page 1, lines 3 and 4, strike out “in the -

administration of the Immigration and Na-
tionality Act,” and inserting in lieu thereof
“notwithstanding section 212(a)(23) of the

Immigration and Nationality Act, for pur-

poses of such Act,”.

‘The PRESIDING OFFICER. The
question is on agreeing to the amend-
ment.

The amendment
agreed to.

The PRESIDING OFFICER. The
bill is open to further amendment. If
there be no further amendment to be
proposed, the question is on the en-
grossment and third reading of the
bill.

The bill was ordered to be engrossed
for a third reading, was read the third
time, and passed, as follows:

S. 1919

Be it enacted by the Senate and House of
Representatives of the United States of
America in Congress assembled, That, not-
withstanding section 212(a)(23) of the Im-
migration and Nationality Act, for purposes
of such Act, Michael Wilding shall be held
and considered to have been lawfully admit-
ted to the United States for permanent resi-
dence as of the date of the enactment of
this Act upon payment of the reguired visa
fee. Upon the granting of permanent resi-
dence to such-alien as provided for in this
Act, the Secretary of State shall instruct
the proper officer to reduce by the proper
number, during the current fiscal year or
the fiscal year next following, the total
number of immigrant visas and conditional
entries which are made available to natives
of the country of the alien’s birth under sec-
tion 203(a) of the Immigration and Nation-

(No.” 3171) was
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ality Act, or if a.pphcable, the total number
of immigrant visas and conditional entries

‘which are made available to natives of the

country of the alien’s birth under section
202(e) of such Act.

Mr. BYRD. Mr. President, I move to
reconsider the vote by which the b111
passed.

Mr. DOLE. I move to lay that
motion on the table.

The motion to lay on the table was
agreed to.

BILL PLACED ON CALENDAR—-
H.R. 4807

Mr. BYRD.  Mr. President, I ask
unanimous consent that H.R. 4807, a
bill to make certain improvements
with respect to the Federal judiciary,
just received from. the House be
placed on the Calendar.

The PRESIDING OFFICER. With-
out objection, it is so ordered.

COMPUTER MATCHING AND
PRIVACY PROTECTION ACT

Mr. BYRD Mr. President, I ask that
ay-before the Senate a mes-

sage louse of Representa-
tiveg on S, 496 )

T ! G OFFICER laid
before the Senate the following mes-

sage from the House of Representa-
tives:

Resolved, That the bill from the Senate
(S. 496) entitled “An Act to amend title 5 of
the United States Code, to ensure privacy,
integrity, and verification of data disclosed
for computer matching, to establish Data
Integrity Boards within Federal agencies,
and for other purposes”, do pass with the
following amendment:

Strike out all after the enacting clause,
and insert:

SECTION 1. SHORT TITLE.

This Act may be cited as the “Computer
Matching and Privacy Protection Act of
1988”.

SEC. 2. MATCHING AGREEMENTS.

Section 552a of title 5, United States Code,
is amended—

(1) by redesignating subsections (o), (p),
and (q) as subsections (r), (s), and (t), re-
spectively, and

(2) by inserting after subseclion (n) the
Jollowing new subsections:

40} MATCHING AGREEMENTS.—~(1) No record

which is contained in a system of records’

may be disclosed to a recipient agency or
non-Federal agency for use in a compuler
matching program except pursuent to a
writlen agreement between the source
agency and the recipient agency or non-Fed-
eral agency specifying—

“lA) the purpose and legal authority for
conducting the program,

‘“(B) the justification for the program end
the anticipated results, including a specific
estimate of any savings;

“C) a description of the records that will
be matched, including each data element
that will be used, the approrimate number
of records that will be matched, and the pro-
Jjected starting and completion datés of the
matching program, }

“(D) procedures for providing individual-
ized notice at the time of application, and
periodically thereafter as directed by the
Data Integrity Board of such agency (sub-
Jject to guidance provided by the Director of

P el alid
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suant to subsectzon v)), to— ..
“(i) applicants for and recipients of finan-
cial assistance or payments under Federal
benefit programs, and
“(ii) applicants for and holders of posi-
tions as Federal personnel,

that any information provided by such ap-
plicants, recipients, holders, end individ-
uals may be subject to verification through
malching programs;

‘“(E) procedures for verifying information
produced in such matching program as re-
quired by subsection (p);

‘“(F) procedures for the timely destruction
of identifiable records created by a recipient
agency or mnon-Federal agency in such
matching program;

‘“4G) procedures for ensuring the adminis-
trative, technical, and physical security of

the records matched and the results of such

programs;

“UH) prohibitions on duplication and re-
disclosure of records provided by the source
‘agency within or outside the recipient
agency or the non-Federal agency, except
where required by law or essential to the
conduct of the matching program,

“(1) procedures governing the use by a re-
cipient agency or non-Federal agency of
records provided in a matching program by
a source agency, including procedures gov-
erning return of the records to the source
agency or destruction of records used in
such program;

“J) information on assessments that have
been made on the accuracy of the records
that will be used in such matching program;
and

‘“CK) that the Comptroller General may
have access to all records of a recipient
agency or a non-Federal agency that the
Comptroller General deems mnecessary in
order to monitor or verify complwnce with
the agreement.

“(2)(A) A copy of each agreement énlered
into pursuant to paragraph (1) shall—

“li) be transmitted to the Committee on
Governmental Affairs of the Senate and the
Commitlee on Government Operalions of
the House of Representatives; and

“(ii) be avazlable upon trequest to the
public.

‘“B} No such agreement shall be effective
until 30 days after the date on which such a
copy. 18 transmitted pursuani to subpara-
graph (A)(i).

“1C) Such an agreement shall remain in

effect only for such period, not to exceed 18

months, as the Data Integrity Board of the
agency determines is appropriate in light of
the purposes, and length of time necessary
Sor the conduct, of the matching program.

‘“4D) Within 3 months prior to the expira-
tion of such an agreement pursuant to sub-
paragraph (CJ, the Data Integrity Board of
the agency may, without additional review,
renew the malching agreement for a current,
ongoing matching program for not more
than one additional year if—

“(1) such program will be conducted with-
out any change; and .

“(ii) each parly to the agreement certifies
to the Board in writing that the programn
has been conducted in compliance with the
agreement.

“{p) VERIFICATION AND OPPORTUNITY TO
CONTEST FINDINGS.—(1) In order to protect
any individual whose records are used in
malching programs, no recipient agency,
non-Federal agency, or source agency may
suspend, terminate, reduce, or make a final
denial of eny financial assistance under a
Federal benefit program to such individual,
or take other adverse action against such in-
dividual as a result of information pro-

.duced by such matching programs, until an
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officer or employee of such agency has inde-
pendently verified such information. Such
independent verification may be satisfied
either (A) by verification in accordance
with the requirements governing such Feder-
al benefit program, or (B) by verification in
accordance with the requirements of para-
graph (2).

“(2) Independent verification required by
paragraph (1)(B) shall include independent
investigation and confirmation of—

- “lA) the amount of the asset or income in-'
volved,

‘“tB) whether such individual aclually has
or had access to such asset or income for
such individual’s own use,

“4C) the period or periods when the indi-
vidual actually had such asset or income,
and

“tD) any other information used as a basis
for an adverse action against an individual.

‘“43) No recipient agency, non-Federal
agency, or source agency may suspend, ter-
minate, reduce, or make a final denial of
any financial assistance or payment under
a Federal benefit program to any individual
described in paragraph (1), or take other ad-
verse action against such individual as a
result of information produced by a match-
ing program, until 60 days after such indi-
vidual receives a notice from such agency
containing a statement of its findings and
informing the individual of the opportunity
to contest such findings. Such opportunity
may “be satisfied by notice, hearing, and
appeal rights governing such Federal benefit
program. The exercise of any such rights
shall not affect any vights available under
* this section.

“(4) Notwithstanding paragraph (3, an
agency may take any appropriate action
otherwise prohibited by such paragraph if
the agency determines that the public health
or public safety may be adversely affected or
significantly threatened during the 60-day
notice period required by such paragraph.

“q) Sancrions.—(1) Notwithstanding any
other provision .of law, no source agency
may disclose any record which is contained
in a system of records .to a recipient agency
or non-Federal agency for a matching pro-
gram if such source agency has reason fo be-
lieve that the requirements of subsection (p),
or any matching agreement - erlered into
pursuant to subsection (o), or both, are not
being met by such recipient agency.

“12} No source agency may renew a match-
ing agreement unless—

“(A) the recipient agency or non-Federal
agency has certified that it has complied
with the provisions of that agreement; and .

‘“‘B) the source agency has no reasan to

believe that the certification is inaccurate.”. -

SEC. 3. NOTICE OF MATCHING PROGRAMS. -~

(a) NotICE IN FEDERAL REGISTER.—Subsec-
tion (e) of section 552a of title 5, United
States Code, is amended—

(1) by striking out “and”’ a.t the end of
paragraph (10),

(2) by striking out the period at the end of
paragraph (11) and inserting m Zzeu thereof
‘v and”, and

{3) by adding at the end thereof the follow-
ing new paragraph:

“(12) if such agency is a'recipient agency
or a source agency in a matching program?
with a non-Federal agency, with respect to
any establishment or revision of a matching
program, at least 30 days prior to conduct-
ing such program, publish in the Federal
Regzster notice of such establishment or re-
vision.’

(b) REPORT 'T0 CONGRESS AND OFFICE or
MANAGEMENT AND BUDGET.—Subsection (r) of

" section 552a of title 5, United States Code,
‘as redesignated by section 2(b)(1) of this Act,
is amended to read as follows:

“¢r) REPORT ON NEW SYSTEMS AND MATCH-
ING PrOGRAMS.—Each agency thal proposes
to establish or make a significant change in
a system of records or a matching program
shall* provide adequate advance notice of
any such proposal (in duplicate) to the
Committee on Government Operations of
the House of Representatives, the Commillee

on Governmental Affairs of the Senate, and -

the Office of Management and Budgel in
order to permit an evaluation of the proba-
ble or potential effect of such proposal on
the privacy or other rights of individuals.”.
SEC. 4. DATA INTEGRITY BOARD.

Section 552a of title 5, United States Code,
as amended by section 2(b)(1) of this Act, is
amended by adding at the end thereof the
JSollowing new subsection.

“4u) DATA INTEGRITY BOARDS.—(1} Every
agency conducting or participaling in a
matching progrom shall establish a Data In-
tegrity Board to oversee and coordinate
among the various components of such
agency the agency’s implementation of this
section.

“t2) Each Data Integrity Board shall con-
sist of senior officials designated by the
head of the agency, and shall include, any
senior official designated by the head of the
agency as responsible for implementation of
this section, and the inspector general of the

-agency, if any. The inspector general shall

not serve as chairman of the Data Integrity
Board.
“(3) Each Data Integrity Board—-—

“(A) shall review, approve, and maintain

all written agreements for.receipt or disclo-
sure of agency records for matching pro-
grams to ensure compliance with subsection
(o), and all relevant statutes, regulations,
and guidelines;

“(BJ) shall review all matching programs
in which the agency has participaled during
the year, either as a source agency or recipi-
ent agency, determine compliance with ap-

- plicable .laws, regulalions, guidelines, and

agency agreements, and assess the costs and
benefits of such programs;

“(C) shall review all recurring matchmy
programs in which the agency has partici-
pated during the year, either as a source
agency or recipient agency, for conlinued
Justification for such disclosures;

“(D) shall compile an annual report,
which shall be submitted to the head of the
agency and the Office of Management and
Budget and made available to the public on
request, describing the matchmg activities
of the agency, including—

‘“4¢i) matching programs in which the
agency has participated as a source agency
or recipient agency,

“tii) matching agreements proposed under

.subsection (o) that were disapproved by the

Board;
“(iii) any changes in membership or struc-

~ ture of the Board in the preceding year;

‘“tiv) the reasons for any waiver of the re-
quirement in paragraph (4) of this section
for completion and submission of a cost-
benefit analysis prior to the approval of ¢
maltching program,

“tv} any violations of malching agree-
ments that have been alleged or identified
and any corrective action taken; and

“4vi) any other information required by -

the Director of the Office of Management
and Budget to be included in such report;, .
‘“CE) shall serve as a clearinghouse for re-
ceiving and providing information.on the
accuracy, completeness, and reliability of
records used in matching programs;
“{F) shall provide interpretation and guid-

ance to agency components and personnel

on the requirements of this section Jor
-malching programs;

4G) shall review agency recordkeepmg
and disposal policies and practices for

September 20 ].98‘3’ a

matching . programs to assure comp zance
with this section; and

“(H) may review and report 0n any agency
matehing activities that are not matching
programs. :

“(4) A Data Integrity Board shall not ap-
prove any written agreement for a matching
program unless the agency has completed
and submitted a cost-benefit analysis of the
proposed program and such analysis demon-
strates that the program is likely to be cost
effective. The Board may waive the require-
ments of this paragraph if it determines in
writing, in accordance with guidelines pre-
scribed by the Director of the Office of Man-
agement and Budget, that a cost-benefit
analysis is not required.

“(5)(A) If a matching agreement is disap-
proved by a Data Integrity Board, any party
to suih agreement may appeal the disap-
proval to the Director of the Office of Man-
agement and Budget. Notice of the appeal
must be provided to the Commitiee on Gov-
ernmental Affairs of the Senate and the
Committee on Government Operations of
the House of Representatives.

“{B) The Director of the Office of Manage-
ment and Budget may approve a matching
agreement notwithstanding the disapproval
of a Data Integrity Board if the Director de-
termines that—

“(i) the matching program will be consist-
ent with all applicable legal, requlatory, and
policy requirements;

“tii) there is adequate evidence that the
matching agreement will be cost-effective;
and

“fiii) the matchmg program is in the
public interest. )

“tC) The decision of the Dzrector to ap-
prove a matching agreement shall not take
effect until 30 days after it is reported to
committees described in subparagreph (A).

“tD) If the Data Integrity Board and the
Director of the Office of Management and
Budget disapprove a matching program pro-
posed by the inspector general of an agency,
the inspector general may report the disap-
proval to the head of the agency and {o the
Congress. )

“(6) The Director of the Office of Manage-
ment and Budget shall, annually during the
first 3 years after the date of enaclment of
this subsection and biennially thereafter,
consolidate in a report to the Congress the
information contained in the reports from
the various Data Integrity Boards under
paragraph (3X(DJ). Such report shall include
detailed information aboul costs and bene-
fits of matching programs that are conduct-
ed during the period covered by such con-
solidated report, and shall identify each
waiver granted by a Data Integrity Board of
the requirement for completion and submis-
sion of a cost-benefit analysis and the rea-
sons for granting the waiver.

“(7) In the reports required by paragraphs
(3/(D) and (6), agency matching activities
that are not matching programs may be re-
ported on an aggregate basis, if and to the

. extent necessary to protect ongomg law en-

Jorcement investigations.”.
SEC. 5. DEFINITIONS.

Subsection (a) of section 552a of tille 5, .
United States Code, is amended—

(1) by striking out “and" at the end of
paragraph (6),

(2} by striking out the period at the end of
paragraph (7} and inserting in lieu thereof a
semicolon, and

(3) by adding at the end thereof the follow-
ing new paragraphs:

“(8) the term; matchmg program’—

“t4) means any compulterized comparison
of— )
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“t3) two 07 more automated systems of
records or a system of records with non-Fed-
eral records for the purpose of—

“(1) establishing or verifying the eligibility .

of, or continuing compliance with statutory
and regulalory requirements by, applicants
Sor, recipients or beneficiaries of partici-
pants in, or providers of services with re-
spect to, cash or in-kind assistance or pay-
ments under Federal benefit programs, or

“(II) recouping payments or delinquent
debts under such Federal benefit programs,
or

“(ii) two or more automated Federal per-
sonnel or payroll systems of records or a
system of Federal personnel or payroll
records with non-Federal records, :

“(B) but does not include—

“(i) matches performed to produce aggre-

gate statistical data without any personal )

identifiers;

“(it) maiches performed to support any re-
search or statistical project, the specific
data of which may not be used to make deci-
sions. concerning the rights, benefits, or
privileges of specific individuals;

“fiii) matches performed, by an agency (or
component thereof) which performs as its
principal function any activity pertaining
to the enforcement of criminal laws, subse-
quent to the initiation of a specific criminal
or civil law enforcement investigation of a
named person or persons for the purpose of
gathering evidence against such person or
persons; .

“fiv) matches of tax information (I) pur-
suant to section 6103(d) of the Internal Rev-
enue Code of 1986, (I1) for purposes of tax
administration as defined in section
6103(b)(4) of such Code, (III) for the purpose

of intercepting a tax refund due an individ-

ual under authority granted by section 464
or 1137 of the Social Security Act; or (IV) for
the purpose of intercepting a tax refund due
an individual under any other tax refund
intercept program -authorized by statute
which has been determined by the Director
of the Office of Management and Budget to

contain verification, notice, and hearing re-

quirements that are substantially similar to
the procedures in section 1137 of the Social
Security Act; :

“(tv) matches— . '

“(1) using records predominantly relating
lo Federal personnel, that are performed for
routine administrative purposes fsubject to
guidance provided by the Director of the

- Office of Management and Budget pursuant

to subsection (v)); or-

“(1I) conducted by an agency using only
records from systems of records maintained
by that agency;

if the purpose of the match is not to take

any adverse financial, personnel, discipli-
nary, or other adverse action against Feder-
al personnel; or .

“fvi) matches performed to produce back-
ground checks for security clearances of Fed-
eral personnel or for foreign counterintelli-
gence purposes;

““(9) the term ‘recipient agency’ means any
agency, or contractor thereof, receiving
records contained in a system of records
Jrom a source agency for use in a matching
program; ’

“(10) the term ‘non-Federal agency’ means
any State or local government, or agency
thereof, which receives records contained in
a system of records from a source agency for
use in a matching program;

“(11) the term ‘source agency’ means any
agency which discloses records contained in
a system of records to be used in @ matching
program, or any State or local government,

or agency thereof, which discloses records to.

be used in a matching program;
“(12) the term ‘Federal benefit program’
means any program administered or funded

CONGRESSIONAL RECORD — SENATE

by the Federal Government, or any agent
thereof, providing cash or in-kind assistance
in the form.of payments, grants, loans, or
loan guarantees to individuals; and

“(13) the term ‘Federal personnel’ means
officers and employees of the Government of
the United States, members of the uniformed
services fincluding members of the Reserve
Components), individuals entitled to receive
immediate or deferred retirement benefits
under any retirement program of the Gov-
ernment of the United States (including sur-
vivor benefits).”,

SEC. 6. FUNCTIONS OF THE DIRECTOR .OF THE
OFFICE OF MANAGEMENT  AND
BUDGET.

fa) AMENDMENT.—Section 552a of title 5,
United States Code, is further amended by
adding at the end thereof the following:

‘“tv) OFFICE OF MANAGEMENT AND BUDGET
REesponsiBILITIES.—The Director of the Office
of Management and Budget shall—

“(1) develop and, after notice and oppor-
tunity for public comment, prescribe guide-
lines and regulations for the use of agencies
in implementing the provisions of this sec-
tion; and.

“12) provide continuing assistance to and
oversight of the implementation of this sec-
tion by agencies.”,

" (b) IMPLEMENTATION GUIDANCE FOR AMEND-
MENTS.—The Director shall, pursuant to sec-

‘tion 552afv) of title 5, United Stdtes Code,

develop guidelines and regulations for the
use of agencies in implementing the amend-
ments made by this Act not later than 8

months after the date of enactment of this

Act. )
(c) CONFORMING AMENDMENT.—Section 6 of
the Privacy Act of 1974 is repealed.
SEC. 7. COMPILATION OF RULES AND NOTICES.
Section 552a(f) of title 5, United States
Code, is amended by striking out “annually”
in the last sentence and inserting “biennial-
Iy”, ..
SEC. 8. ANNUAL REPORT. . . :
Subsection (s) of section 552a of tille 5,
United States Code fas redesignated by sec-
tion 2 of this Act), is amended—
(1) by striking out “ANNUAL” in the head-

"ing of such subsection and inserting “BIEN-

NIAL’;

(2) by striking out “annually submit” and-

inserting ‘“biennially submit’”; - :

(3) by striking out “preceding year” and
inserting “preceding 2 vears”; and -

(4) by striking out “suck year” and insert-
ing “such years”, - '
SEC. 9. RULES OF CONSTRUCTION.

Nothing in the amendments made by this
Act shall be construed to authorize—

(1) the establishment or maintenance by
any agency of a national data bank that
combines, merges, or links information on
individuals maintained in systems of
records by other Federal agencies;

(2) the direct linking of computerized sys-
tems of records maintained by Federal agen-
cies;

(3) the computer matching of records not
otherwise authorized by law; or

(4) the disclosure of records for computer
matching except to a Federal, State, or local
agency. . :

SEC. 10. EFFECTIVE DATES.

fa) IN GENERAL.—Except as provided in
subsection (b), the amendments made by
this Act shall take effect 9 months after the
date of enactment of this Act.

(b) EXCEPTIONS.—The amendment made by
sections 6, 7, and 8 of this. Act shall take
effect upon enactment.

AMENDMENT NO. 3172
Mr. DOLE. Mr. President, I move to
concur in the House amendment with
an amendment on behalf of Senators

512997
CoHEN and LeviN which I send to the
desk.

The PRESIDING OFFICER. The
clerk will report.

The assistant legislative clerk read
as follows:

The Senator from Kansas [Mr. DoLE] for
Mr. CoHEN and Mr. LEVIN proposes an
amendment numbered 3172.

Mr. DOLE. Mr. President, 1 ask
unanimous consent that the reading of
the amendment be dispensed with.

The PRESIDING OFFICER. With-
out objection, it is so ordered.

The amendment is as follows:

In lieu of the matter proposed to be in-
serted by the amendment of the House,
insert the following: :

SECTION 1. SHORT TITLE. -
This Act may be cited as the “Compute
Matching and Privacy Protection Act of

1988".
SEC. 2. MATCHING AGREEMENTS.

Section 552a of title 5, United States Code,
is amended— ’ -

(1) by redesignating subsections (o), (p),
and (q) as subsections (r), (s), and (t), re-
spectively, and

(2) by inserting after subsection (n) the
following new subsections:

“(0) MATCHING AGREEMENTS.—(1) 'No
record which is contained in a system of
records may be disclosed to a recipient
agency or non-Federal agency for use in a
computer matching program except pursu-
ant to a written agreement between the
source agency and the recipient agency or
non-Federal agency specifying—

“(A) the purpose and legal authority for
conducting the program;

“(B) the justification for the program and
the anticipated results, including a specific
estimate of any savings;

“(C) a description of the records that will
be matched, including each data element
that will be used, the approximate number
of records that will be matched, and the
projected starting and completion dates of
the matching program;

‘(D) procedures for providing individual-
ized notice at the time of application, and
notice periodically thereafter as directed by
the Data Integrity Board of such agency
(subject to guidance provided by the Direc-
tor of the Office of Management and
Budget pursuant to subsection (v)), to—

. “(i) applicants for and recipients of finan-
cial assistance or payments under Federal
benefit programs, and

“(ii) applicants for the holders of positions
as Federal personnel, ,
that any information provided by such ap-
plicants, recipients, holders, and individuals
may be subject to verification through
matching programs; . : :

“(BE) procedures for verifying information
produced in such matching program as re-
quird by subsection (p);

‘“(F) procedures for the retention and
timely destruction of identifiable records
created by a recipient agency or non-Federal
agency in such matching program;

“(G) procedures for ensuring the adminis-
trative, technical, and physical security of
the records matched and the results of such
programs; ,

“(H) prohibitions on duplication and re-
disclosure of records provided by the source
agency within or outside the recipient
agency or the non-Federal agency, except
where required by law or essential to the
conduct of the matching program;

‘(1) procedures governing the use by a re-
cipient agency or non-Federal agency or
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records provided in a matching program by

a source agency, including procedures gov-

erning return of the records tc the source
agency or destruction of records used in
such program;

“(J) information on assessments that have
been made on the accuracy of the records
that will be used in such matchmg program,
and

“(K) that the Comptroller General may
have access to all records of a recipient
agency or a non-Federal agency that the
Comptroller General deems necessary in
order to monitor or verify compliance with
the agreement.

“(2)(A) A copy of each agreement-entered
into pursuant to paragraph (1) shall—

‘(1) be transmitted to the Committee on
Governmental Affairs of the Senate and the
Committee on Government Operations of
the House of Representatives, and

“(ii) be available upon request to the
public. )

“(B) No such agreement shall be effective
until 30 days after the date on which such a
copy- is transmitted pursuant to subpara-
graph (A)i).

“¢C) Such an agreement shall remain in
effect only for such period, not to exceed 18
months, -as the Data Integrity Board of the
agency determines is appropriate in light of
the purposes,.and length of time necessary
for the conduct, of the matching program.

“(D) Within 3 months prior to the expira-
tion of such an agreement pursuant to sub-
paragraph (C), the Data Integrity Board of
the agency may, without additional review,
renew the matching agreement for a cur-
rent, ongoing matching program for not
more than one additional year if—

“(i) such program will be conducted with-
out any change; and

“(ii) each party to the agreement certifies
to the Board in writing that the program
has been conducted ih compliance with the
agreement. -

‘“(p) VERIFICATION AND OPPORTUNITY To -

ConTEST FINDINGS.—(1) In order to protect
any individual whose records are used in
matching programs, no recipient agency,
non-Federal agency, or source agency may
" suspend, terminate, reduce, or make a final
~denial of any financial assistance or pay-
ment under a Federal benefit . program to

such individual, or take other adverse action -

against such individual as a result of infor-
mation produced by such matching pro-
grams, until an officer or employee of such
agency has independernitly verified such in-
formation. Such independent verification
may be satisfied by verification in accord-
ance with (A) the requirements of para-
graph (2); and (B) any additional require-
ments governing verification under such
Federal benefit program.

‘(2) Independent venflcatlon referred to
in paragraph (1) requires independent inves-
tigation and confirmation of any informa-
tion used as a basis for an adverse action
against an individual including, where appli-
cable—

“(A) the amount of the asset or mcome in-
volved,

“(B) whether such individual actually has
or had access to such asset or income for
such individual's own use, and -

“(C) the period or periods when the indi-
vidual actually had such asset or income.

‘“(3) No recipient agency, non-Federal

agency, or source agency may suspend, ter- -

minate, reduce, or make a final denial of
any financial assistance or payment under a
Federal benefit program to any individual
described in paragraph (1), or take other ad-
verse action against such indjvidual as a
result of information produced by a match-
ing program (A) unless such individual has
received a notice from such agency contain-
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ing a statement of its findings and inform-
ing the individual of the opportunity to con-
test such findings; and (B) until the subse-
quent expiration of any notice period pro-
vided by the program’s law or regulations,
or 30 days, whichever is later. Such opportu-
nity to contest may be satisfied by notice,
hearing, and appesal rights governing such
Federal benefit program. The exercise of

any such rights shall not affect any rights

available under this section.

“(4) Notwithstanding paragraph (3), an
agency may take any appropriate action
otherwise prohibited by such paragraph if
the agency determines that the public
health or public safety may be adversely af-
fected or significantly threatened during
the notice period required by such para-
graph,

‘q) Sancrions.—(1) Notwithstanding any
other provision of law, no source agency
may disclose any record which is contained

in a system of records to a recipient agency’

or non-Federal agency for a matching pro-
gram if such source agency has reason to be-
lieve that the requirements of subsection
(p); or any matching agreement entered into
pursuant to subsection (0), or both, are not
being met by such recipient agency.

“(2) No source agency may renew a match-
ing agreement unless—

“(A) the recipient agency or non-Federal

agency has certified that it has complied’

with the provisions of that agreement; and
“(B) the source agency has no reason to
believe that the certification is inaccurate.
SEC. 3. NOTICE OF MATCHING PROGRAMS. '
(a) NoTicE IN FEDERAL REGISTER.—Subsec-
tion (e) of section 552a of title 5, United
States Code, is amended—
(1) by striking out “and”-at the end of

" paragraph (10),

(2) by striking out the period at the end of
paragraph (11) and inserting in lieu thereof
“; and”, and

(3) by adding at the end thereof the fol-
lowing new paragraph:

“(12) if such agency is a recipient agency
or a’ source agency in a matching program

.with a non-Federal agency, with respect to

any establishiment or revision of a matching
program, at least 30 days prior to conduct-
ing such program, publish in the Federal
Register notice of such establishment or re-
vision.”.

(b) REPORT TO CONGRESS AND OFFICE OF
MANAGEMENT AND BunciT.—Subsection (r) of
section 552a of title 5, United States Code,
as. redesignated by section 2(bX1) of this
Act, is amended to read as follows:

“(r) REPORT ON NEW SYSTEMS AND MATCH-
ING PrOGRAMS.—Each agency that proposes
to establish or make a significant change in
a system of records or a matching program
shall provide adequate advance notice of
any such proposal (in duplicate) to the
Committee on Government Operations of
the House of Representatives, the Commit-
tee on Governmental Affairs of the Senate,
and the Office of Management and Budget
in order to permit an evaluation of the prob-
able or potential effect of such proposal on
the privacy or other rights of individuals.”.
SEC. 4. DATA INTEGRITY BOARD.

Section 552a. of title 5, United States Code,
as amended by section 2(b)(1) of this Act, is
amended by adding at the end thereof the
following new subsection:

“(u) DATA INTEGRITY BOARDS.—(1) Every
agency conducting or participating in a
matching program shall establish a Data In-
tegrity Board to oversee and coordinate
among the various components of such
agency the dgency’s implementation of thls
section. .

“(2) Each Data Integrity Board shall con-
sist of senior officials designated by the
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head of the agency, and shall mclude any
senior official designated by the head of the
agency as responsible for implementation of
this section, and the inspector general of
the agency, if any. The inspector general
shall not serve as chairman of the Da.ta In-
tegrity Board.

‘“(3) Each Data Integrity Board—

‘“(A) shall review, approve, and maintain
all written agreements for receipt or disclo-
sure of agency records for matching pro-
grams to ensure compliance with subsection
(0), and all relevant statutes, regulations,
and guidelines; )

“(B) shall review all matching programs in_
which the agency has participated during
the year, either as-a source agency or recipi-
ent agency, determine compliance with ap-
plicable laws, regulations, guidelines, and
agency agreements, and assess the costs and
benefits of such programs;

“(C) shall review all recurring matching
programs in which the agency has partici-
pated during the. year, either as a source
agency or recipient agency, for continued
justification for such disclosures;

‘(D) shall compile an annual report,
which shall be submitted to the head of the
agency and the Office of Management and
Budget and made available to the public on
request, describing the matching activities
of the agency, including—

“(i) matching programs in which the
agency has participated as a source agency

- or recipient agency;

“(ii) matching agreements proposed under
subsection (0) that were disapproved by the
Board;

‘(iii) any changes in membershlp or struc-
ture of the Board in the preceding year;

“(iv) the reason for any waiver of the re-
quirement in paragraph (4) of this section
for completion and submission of a cost-ben-
efit analysis prior to the approval of a
matching program;

‘(v) any violations of matching agree-
ments that have been alleged or identified
and any corrective action taken; and

‘(vi) any other information required by
the Director of the Office of Management
and Budget to be included in such report:

“(E) shall serve as a clearinghouse for re-
ceiving and providing information on the ac-
curacy, completeness, and reliability of
records used in matching programs;

“(F) shall provide interpretation and guid-
ance to agency components and personnel
on the requirements of this section for
matching programs;

‘“(G) shall review agency recordkeeping

‘and disposal policies -and practices for

matching programs to assure comphance
with this section; and

“(H) may review and report on any agency
matching activities that are not matching
programs. :

‘“(4)(A) Except as provided iin subpara-
graphs (B) and (C), a Data Integrity Board
shall not approve any written agreement for
a matching program unless the agency has
completed and submitted to such Board a
cost-benefit analysis of the proposed pro-
gram and such analysis demonstrates that
the program is likely to be.cost effective.

“(B) The Board may waive the require-
ments of subparagraph (A) of this para--
graph if it determines in writing, in accord-
ance with guidelines prescribed by the Di-
rector of the Office of Managément and
Budget, that a cost-benefit analysis is not
required. -

*(CY A cost-benefit ana1y51s shall not be
required under subparagraph (A) prior to
the initial approval of a written agreement
for a matching program that is specifically
required by statute. Any subsequent written
agreement for such a program shall not be
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approved by the Data Integrity Board
unless the agency has submitied a cost-ben-
efit analysis of the program as conducted
under the preceding approval of such agree-
ment. )

“(83(A) If a matching agreement is disap-
proved by a Data Integrity Board, any party
to such agreement may sppeal the disap-
proval to the Director of the Office of Man-
agement and Budget. Timely notice of the
filing of such an appeal shail be provided by

the Director of the Office of Management-

and Budget to the Committee on Gevern-
mental Affairs of the Senate and the Com-

mittee on Governmrent ‘Qperations of the

House of Representatives.
“(B) The Director ©f the Office of Man-
agement and Budget snay approve @ match-

ing agreement neiwithstanding the disap-.

proval of the Data Integrity Board if the Di-
rector determines that—
‘(1) the matching program will be censist-

ent with afl appticable legal, Tegulatory, and-

policy requirements;

“(ii) there is adeguate evidence tirat the
matching agreement will !be cost-effective;
and

‘“Aiily the matchmg pregram is in the

public interest.

“(C) The decision of the Director m ap-
prove a matching agreement shall not take
effect until 36 days after it is reported to
committees deseribed in subparagraph (A).

“(D) If the Data Integrity Board and the
Director of the Office of Management and
Budget disapprove a mutehing program pro-
posed by the inspector genera) of an ageney,
the inspector general may report the disap-
proval to the head of the agency a.nd to the
Congress.

‘6) The Director of the Office of Man-
agement and Budget shall, annuaity during
the first 3 years after the date of enactment
of this subsection and biennially thereafter,
consolidate in a report to the ‘Congress the
information contaimed in the weporis from
the various Data Integrity Boards under
paragraph (3XD). Such report shall include
detailed information gbout costs and bene-
fits of matching programs that are conduct-
ed during the period covered by such con-
solidated report, and shall idemtify each
waiver granted by a Data Integrity Board of
the requirement for completion and submis-
sion of a cost-benefit analysis and ¢he rea-
sons for granting the waiver.

*(T) In the reports required by paragraphs
(3XD) and 16), agency matching activities
that are not matching programs may be re-
ported ‘on an aggregate basis, if and to the

extent necessary to protect ongoing iaw en-’

forcement or counterintelligence investiga-
tions.”
SEC. 5. DEFINITIONS.

Subsettion (@) of section 552a of title 5,
United States Oode, is amended— )

(1) by striking out “ard” at the end of
paragraph (6),

{2) by striking out the period at the end of
paragraph (7) and inserting in lieu therecf a
semicoion, and

(3) by adding at the end thereof the fol-
lowing new paragraphs:

“(8) the term ‘matching mogtam—

“{A) means any computerized comparison
of— ‘ .

“4) two or more automated systems of
records -of a system of records with non-Fed-
eral records for the purpose of—

(1) establishing or verifying the €ligibility
of, or continuing compliance with statutory
and regulatory requirements by, applicants
for, recipients or beneficiaries of, partici-
pants in, or providers of services with re-
spect to, cash or in-kind assistance or pay-
ments under Federal benefit programs, or
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‘“(I14) recouping payments or delinguent
debts under such Federal benefit pmgmms
or

B¢ i0] two or more aut:oma,ted Federal per-
sonnel or payroll systems of records or a
systern of Federal personnel or payroll
records with non-Federal records,

“(B) but does not include—

“{1) matches performed to preduce agere-
gate statistical data without gny personal
identifiers;

“(il) matehes perfﬂrmed to support any re-
Search or statistical project, the specific
data of which may not be used to make deci-
sions concerning the rights, benefits, or
privileges of specific individuals;

“(iii) myatches performed, by an agency (or
compenert thereol) which performs us its
principal function any activity perfaining to
the enforcemert of criminal laws, subse-
quent Yo the initiation of | spetific criminal
or civil law enforcement investigation of a
named person or persens for the purpose of
gathering evidence sgainst such person or
persons;

‘“(iv) matches of tax mforma,t,ion (IY pur-
swant to section 6103) of the Internal Rev-
enue ‘Code of 1986, (IT) for purpeses of tax
administration as defined #n section
6403(b34) of such Cede, (FII) for the pur-
pose of inferoepting a tax refund due an n-
dividoal under authority granted by section
464 or 1137 of the Secial Securnity .Act; or
(IV) for the purpoese ©of intercepting a tax
refund dee an individual under any other
tax réfund intercept program authorized by
statute which has been determined by the
Directer of the Office of Management and
Budget o contain verification, motice, and

hearing requirements that are substantially

similar to the procedures in section 1237 of
the Social Security Act;

“(v) matches—

“(I) using records predominantly relating
to Federal personnel, that are performed
for routine administrative purposes (subject
to guidance provided by the Director of the
Office of Management and Budget pursaant
te subsection (w)3; or

“(ID) epndiacted by an agency wmsing only

reserds from systems of revords mn:taﬁned
by that agency;
if the purpese of the match 5 not to taike
ary adverse financial, personnel, discipH-
neary, or other adverse action against Feder-
ersonnel; or
“¢vi) matehes performed for foreign coun-
terintelligence purpeses or to ‘produce back-
ground checks for security ciearances wof
Federal persomnel or Federal con:
personnel; .
93 the term ‘recipient agency’ means any
agency, or contracter thereof, reoeiving
records contained in a . system of records
from a source agency for use in a matching
program;

“4107 the term “non-Federal agency’ means
any State or local government, or agency
thereoi, which receives records contained in
asystem of reeords from a source sgency for
use in a matching program;

“(11) the term ‘source agency’ means any
agency which discloses records contained in
asystem of records to be used n a matching
program, of any State or local government,
or agency thereof which discloses records to
be used in a mutching pregram;

“412) the term “Federal benefit mr@gram
means any progiam administered or fupded
by the Federal Government, or by =any
agent @r State on behaif of the Federal
Government, providing cash or in-kind as-
sistance in the form of payments, grants,
loams, -or ¥oan guarantees to individoals; and

“(13% the term ‘Federal personnel’ means
officers and employees of the Government
of the United States, members of the uni-
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formed services (including snembers of the
Reserve Components), individuals entitied
to receive immediate or deferred retirement
benefits under any retirement program of
the Government of the United States in-
cluding survivor benefits).”.
SEC. 6. FUNCTIONS OF THE DIRECTOR OF TiIE
OFFICE OF MANAGEMENT AND
BUDGET.

“(2) AMENDMENT. —Section $52a of title §,
United States Code, is further amended by
adding at the end thereof the followmse:

“(v) OFFICE OF MANAGEMENT AND BUDGET -
ResponsiBiLITIES.—The Director of the -
Office of Management and Budget shall—

“(1) develop and, after notice and oppor-
tunity for public comment, prescribe guide-
lines and regulations for the use of agencies
in implemmenting the provisions of this sec-
tion; and

“(2) provide contimuing assistance io an
oversight of the &mplementafbxon of this sec-
tion by ageneies.”.

(b Immummnow GUIDANCE FOR AMEND-
MENTS.—The Director shall, pursuant to see-

" tion 5521v) of title 5, United States Code, de-

velop guidelines and regulations for the use
of agencies in implementing the amend-
ments made by this Act not later tivan 8
months after the date of enactment of this
Agt.

{c) CONFORMING AMENDMERT.—Section € of -
the Privacy Act of 1974 is repealed.

SEC. 7. COMPILATION OF RULES AND NOTICES.

Sectien 552(f) of title 5, United States
09de, is amended by striking out “annually”
in the 2ast sentence and imserting “bienmal—
vav
SEC. 8. ANNDAL REPQRT. .

Subsection {s) of section 552a wof title 5,
United States Code {as redesignated by sec-
tion 2 of this Act), is-amended—

{1) by striking out “Arwuar™ in the heads
ing of sach subsection and inserting “Biew- ..
NIAL”;

12) by striking out “anmaally sebmit” and
inserting “biennially submit”;

<3) by striXing out “preceding year” and
inserting “‘preceding 2 years”; and

{3 by striking out “such year™ and Rnsert
ing “sach years™. :
SEC. 9. RULES OF ‘CONSTRUTTION.

Nothing in the amendments made by this
Act shall be construed to authorize—

{1) the -establishment or maintenance by
any agency of a national «lata bank that
combines, merges, or links information on
individuels maindained in systems of zrecords
by other Federal agencies;

(2) the direct linking of computerized sys-
tems of records ma.mta’med ‘by Federal agen-
cies;

43) the vomputer matching -of records not
otherwise authorized by law; or

{4) the disclosure @f records for computer
matching except to a Federal, State, or iocal i

- agency.

SEC. 10. RFPECTIVE DATES. )
(a) IN GENERAL~—ExXcept as provided in

- subsection (b), the amendments made by

this Act shall take effect 9 months after the
date of enactment of this Act.

{b) EXCEPTIONS.—The amendment made
by secthons 3(%), 6, 7, and 8 of this Act shall
take effert upon enavtment.

Mr, COHEN. Mr. President, T am
pleased that the Senate is consiGering
S. 436, the Computer Matching and
Privary Protection Act of 1988. The
bili before ws today is a House substi-
tute to a bill that was pussed unani-
mously by the Senate last year. The
language of the House bill is based
upon, and is. very similar %o, the
Senate-passed bill. 'Today Senator
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Levin and I are proposing a Senate
amendment to the House-passed bill.
This amendment, which is in the
. nature of a substitute, makes modest
changes in the House-passed bill and
will be, I believe, acceptable to the
House. - .

The purpose of the Computer
Matching and Privacy Protection Act
of 1988 is to regulate the use of com-
puter matching programs that involve
records -subject to the Privacy Act of
1974. In matching programs, agencies
cross-check information from two or
more data bases to find individuals
common to both. Most often, match-
ing programs are performed to detect
fraud, abuse, or overpayments in Gov-
ernment programs. A-single matching
program could exchange the records
of thousands of citizens at one time.

In the past few years, the expansion
of matching programs has been stag-

gering, with over 2 billion separate-

records being exchanged between 1980

and 1985. The Congress is increasingly

requiring agencies to conduct comput-
er matches of their programs with
other data bases to verify the accuracy
of information provided by applicants
for, and recipients of, Federal benefits,
or to collect overdue loans. Many of

these matches involve very personal

information, such as income and em-
ployment data, of individual citizens.
While computer matching is a
useful, efficient tool to protect the in-
tegrity of Government programs, this
technique also presents tremendous
potential for abuse because there are

no mandatory rules for agencies to-

follow when performing maitches,
little protection for the persons whose
records are matched, and little over-
sight of how these programs are con-
ducted. Citizens can be—and have
been in the past—placed in the diffi-

cult position of having to defend:

themselves against information that
has never even been reviewed by a
human being for its accuracy.

Without vigilant oversight and strict
procedures in place, the power of com-
puter technology, when in the hands
of the Government, can pose threats

. to the individual rights of citizens. Un-
checked disclosures and exchanges of
personal records could result in “fish-
ing expeditions” by overzealous Gov-
ernment officials who may be insensi-
tive to the privacy and confidentiality
rights of citizens and could expose sen-

" sitive personal records to computer se-
curity risks.

S. 496, as passed by the Senate and
amended by the House, incorporates
the recommendations of several ex-
perts—ranging from strong privacy ad-
vocates, such as the American  Civil
Liberties Union, to the inspectors gen-
‘eral, the Office of Management and
Budget and managers of Federal bene-
fit programs—on how to strike the
proper balance between the legitimate
needs of Government efficiency and
personal privacy.

S. 496 contains three main elements.
First, it requires agencies to enter into
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written matching agreements before
disclosing records for use in matching

programs. These agreements will force

agencies participating in or conducting
matches to establish and observe basic
safeguards on information that they
exchange and will facilitate oversight
of matching by the Office of Manage-
ment and Budget, the Congress, and

.the agencies themselves.

The bill also establishes a “data in-
tegrity board” in each agency that
participates in or conducts computer
matching programs. These boards wiil
have the responsibilities to review, ap-

-prove, and maintain matching agree-
-ments, and to review all matches in

which the agency has participated. 1
believe that the existence of these
boards will go far in enhancing privacy
as a priority of each agency when ex-
changing records in matching pro-
grams. i

Finally, this bill ensures basic due
process protections of individuals
whose records are matched by prohib-
iting agencies from reducing, suspend-
ing, or terminating Federal financial
assistance on the basis of information
produced by a matching program with-
out first verifying the information for
accuracy, providing notice to the indi-
vidual involved, and providing individ-
uals with an opportunity to refute the

-information produced by the computer

match. These basic elements are not
only principles of fairness, but are also
good management practices for agen-
cies to follow.

‘The House amendment to S. 496 is
very similar to the Senate-passed bill,
and most of the changes made by the
House are acceptablie to the Govern-

“mental Affairs Committee, which re-

ported the Senate bill. The amend-
ment that Senator LEviN and I are of-
fering today would make only minor

changes to the House amendment. 1

would like to highlight two proposed

~changes to the House amendment that

address particular concerns expressed
by the inspectors general and the
Office of Management and Budget.
‘First,, the proposed amendment
would modify the notice requirements
established by the House amendment.

Concerns have been raised that the

notice procedures contained in. the
House amendment may be costly and

difficult for agencies to follow, by re- -

quiring them to provide individualized
notice to all applicants and recipients
of Federal benefit programs, or to per-
sons who are already holding positions
in the Federal Government, that any
information provided by them may be
subject to verification through match-
ing programs. The proposed amend-
ment would modify this provision to
require agencies to establish proce-
dures for requiring individualized
notice at the time of application, and
notice periodically thereafter, as di-
recteéd by the data integrity boards es-
tablished by the bill, to these persons
that their records may be subject to
verification in matching programs.

This amendment is intended to pro-

' Septembgr’20;£198;9

vide more flexibility for agencies in
giving notice about matching pro-
grams. ) '

The second provision of this amend-
ment that I want to highlight is a
change in the House amendment’s
provision requiring agencies to wait 60
days until taking adverse actions
against individuals based on informa-
tion produced by a matching program.
Requiring agencies to afford an indi-
vidual ample .opportunity to contest
the findings of the match is a crucial
element of this legislation and was a
provision of the Senate-passed bill. A
strict rule that agencies must wait 60
days before taking adverse action is
too rigid, however, to be applied to all
matching programs. Thus, the amend-
ment being proposed today would alter
this delay provision to provide that
agencies may not take adverse action
until 30 days after the individual has
been given notice of the findings of
the matching program and of the op-
portunity to contest these findings or
until the notice period provided by the
law or regulation governing the Feder-
al benefit program has expired, which-
ever is later.

This proposed

amendment will

shorten the delay period to minimize

the danger of allowing erroneous pay-
ments to continue, while ensuring a
minimal delay period of 30 days, which
is necessary to comport with due proc-
ess rights.

I also want to clarify a vpotentlal
problem that came to the attention of
the Governmental Affairs Committee
since S. 496 passed the Senate last
year. Concerns were raised that
matches conducted by the . Federal
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Parent Locator Service and the Office .

of Child Support Enforcement may be
subject to the requirements of this
bill. Language in the committee report
and changes made by the House
amendment, which are acceptable to

"the Governmental Affairs Committee,

should clarify that these matches are
not subject to the bill’s requirements,

allowing them to contmue without in-

terference.

Mr. President, the Federal Govern-
ment would be remiss if it did not take
full advantage of advanced technology
to ensure that it is spending tax dol-
lars wisely. In our pursuit of efficien-
cy, however, we cannot become insen-
sitive to the fundamental rights of our
citizens. What is today seen as an ally
against fraud and waste could grow

“into an enemy of the .very liberties

that we profess to cherish most.

This bill is an important step in
guaranteeing that information prac-
tices of the Federal Government ade-
quately respect the privacy and due
process of our citizens. I urge my col-
leagues to adopt the proposed amend-
ment to S. 486 so that the House may
take swift action on this legislation.

I want to thank my colleague Sena-
tor LEVIN, chairman of the Oversight
Subcommittee, for his continued sup-
port and involvement in this issue, and
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also want £o thank his staff for their
fine and able assistance on this bill. Fi-
nally, I also want to express my

thanks to Congressman GLENN Eng-

LISH, chairman of the House subcom-
mittee that considered this bill, and
his staff, for the expertise and dedica-
tion that they have provided on this
legislation in the House.

Mr. President, 1 ask unanimous con-
sent that a summary of the amend-
ment I am offering to . 496 to printed
in the RECORD.

‘There being no objection, the sum-
mary was ordered to be pririted in the
RECORD, as follows:

SUMMARY ‘OF SENATE AMENDMENT 10 S. 496 AS -

Passmp BY THE HOUSE
The Senmate amenément includes minor

- changes to the House-passed provisions of S.

496, the ‘Computer Matching and Privacy
Protection Act of 1988. The amendment,
which takes the form of a substitute amend-
ment, alters the following provisions of the
House-passed bill:

1. TERMS OF MATCHING AGREEMENTS

The amendment modifies Section 2 of the
House-passed version of S. 496, which sets
forth elements that must be included in the
written matching agreements required by
the bill. The amendment modifies this sec-
tion of the House bill in two respects: ’

First, the House bill requires that the
matching agreements contain procedures

for providing individualized netice at the

time of application, and periodically there-
after as directed by the Data Integrity
Board to applicants for amd recipients of fi-
nancial assistance or payments under Feder-

. al benefit programs and to applicants for

and holders of positions as Federal person-
nel, that any information provided by them
may be subject &o verification through
matching programs. -

The requirement.for notice to such indi-
viduals that their records may be matched
was also a provision  contained in the

" Senate-passed bill. "There is concern, howev-

er, that the provision of the House bill that
requires individualized notice periodically to
all persons who are already receiving Feder-
al benefits or personis who are already heid-
ing positions in the PFederal government
may be prohibitively expensive, especially if
this prevision is interpreted as requiring
agencies to send separate notices &0 these
persons that their records may be matched.
Thus, the amendment muodifies the House
provision to require the matching sgree-
ment to include procedures for providing in-
dividualized notice at the time of applica-

tion, and notice periodically thereafter as

directed by the Data Integrity Board, to
these persons that their records may be sub-
ject to verification in matching programs.
This amendment is intended to require in-
dividualized notice for. all applicants for
benefits and federal positions. Such notice
‘can be fincluded on the mpplication form or
with othker notices provided to epplicants.

The amendment is intended to provide more -

flexibility for agencies when providing peri-
odic notice to persons who are already re-
ceiving benefits or who already hold govern-
ment positions. The specific procedures Tor
giving periodic notice for a particalar
matching program should be directed by the
Data Integrity Board, subject to .guidamce
from the Office ©of Management and
Budget. Oonstructive notice, such as publi-
cation of the matching program in the Fed-
eral Register, is not censidered adequate to
meet the periodic notice requirement except

in very limited circumstances when actual -

notice would interfere with the essential
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purpose of the match. The mailing of sepa-
rate periodic notices is not required by law,
but could be required in specific instances
either by the Data Tntegrity Board or
through OMB guidance. .

Secomd, the amendment reinstates the
provision frem the Senateipassed bill that
matching agreements coniain procedures
for the Tetention and timely destruction of
identifiable recerds created by matching
programs. This provision reoegnizes that
agencies must retain the infermatien cre-
ated by matching programs in order %o con-
duct the matching pregrasn, and the verifi-
cation and followup that is essential to the
matching program. This would include the
investigation and prosecution that may
result from a matching program ¢hat auncov-
ers activity that warrants civil criminal in-
vestigation or prosecution. AN records cre-
ated by the match, however, should be de-
stroyed as soon as {&ie records are no longer
needed for the match itself and directly re-
lated followaip. '

2. VERIFICATION -

‘The ‘amendment modifies section 2 of the
House-passed bill %o specify that independ-
ent verification of the information produced
by the matching program must, at 2 mimi-
mum, meet the independent werification re-
quirements as set forth in this bill, The
House-passed version of S. 498 allowed veri-
fication to be satisfied by either the require-
ments set forth  the bill or the verifica-
tion requirements governing the particular
Federal benefit pregram involved i the
matching program.

‘The amendment s intended $o assure that
agencies will, at @ mimimum, meet the weri-
fication requirements set forth in .S. 496,
which include independent investigation
and confirmation of any information used
a5 a basis for adverse action against an indi-
vidual. Both versions of the bill inctude spe-
cific elements that must be werified, when
applicable to the matching program.

3. DELAY IN TARING ADVERSE ACTIONS

Both bills prohibit agencies from suspend-
ing, terminating, reducing, making a final
denial of any financial assistanmce or pay-
ment under a federal benefit pregram, or
from taking any other adverse action
against individuals based on the informa-
tion produced by a matching program until
the individmal tras received a notice of the
findings ard has been given an opportunity
to contest the findings. The Heuse-passed
bill prohibits amy such adverse action until
60 days after notice and opportunity ts con-
test findings have been given to the individ-
ual, while the Senate bill does not specify a
period of time for agencies to wait until
taking adverse action.

A strict rule that agencies must wait 60
days before taking adverse action is too rigid
to be applied to all matching programs cov-
ered by the bill, and may resuit in a signifi-
cant number of erroneous pagyments being
made to ineligible ¢laimants under Federal
benefit pregrams. In some cases, a 80 day
delay may be longer than the waiting period
required by the Iaw or regulations governing
the specific Federal benefit program in-
volved in the matching program, thus caus-
ing confusion to agency officials over which
waiting period they must follow prior to
taking adverse agtion.

The amendment alters the delay period to
provide that agencies may not take adverse
action until the individual has been given
notice of the findings of the match and an
opportunity to contest the findings of the
match and until the subsequent -expiration
of the notice period provided by the law or

regulation governing the program, or 30

days after giving @ notice of findings and of
the opportunity to contest findings, which-
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ever is later. This provision will shorten the
delay 46 minimize the danger of allowing er-
roneous payments to centinue, while ensur-
ing a mirimal notice period of 30 days,
which is necessary to comport with due
process rights. For programs in which a
longer notice and contest period is allowed,
this longer period would govern.

4. COST BENEFIT ANALYSIS )

The House bill, but not the Senate-passed
billl, requires agencies to submit a cost-bene-
fit analysis of the proposed matching pro-
gram before a matching sgreement can be
approved by the Data Tntegrity Board. A
waiver of the cost-benefit analysis require- -
ment is available from the Data Integrity
Board in acecordance with guildelines pre-
scried by OMB.. :

Mandating a preansich cost-benefit emaly-
sis ds inappropriate for those matching pro-
grams that are reguired by law. Thus, the
Senate amendment specifically exempts
these matches from the up-front cost-bene-
fit analysts requirement. .

Since the costs of matching programs
should be considered for those maiches that
will be repeated to determine if the match-
ing program is fruly cost-effective, the
Senate amendment further specifies thai
any subsequent matching agreement for a
matching pregram specifically required by
statute will not be approved by the Data In-
tegrity Board uniess the ageney has submit-
ted a cost-benefit analysis of the program as
conducted.

%. CONFORMING AND TECHNICAL AMENDMENTS

The Semate amendment makes clazifying
aml canferming amendments, such as:

providing that any reports on matching
activities conducted outside the scope of
this bifl may present information on an ag-
gregate basis in order to protect counterin-
telligence investigations, in eddition to pro-
tecting law enforcement matching progra
(25 specified in the House bifl); :

adding matches performed %o produce
backgmound checks for security clearances
of Federal contractor personnel to the Iist
of matching programs exempted from the
bill; and .

including any program administered by a
state on behalf of the Federal governmrent
within the definition of “federal benefit
program™ in order to clarify that statead-
ministered Federal benefit programs, such
as AFDC and Medicaid, are included within
this definition. )

" Mr. LEVIN. Mr. President, the Com-
puter Matching and Privacy Protec-
tion Act, S. 496, was introduced by
Senator CoueN and myself in Febm-
ary 1987 and passed by ihe Senate,
unanimously, last December. The biil
was then referred to the House Sub-
committee on Government Informa-
tion, Justice, and Agriculivre of the
Commitiee on Govermmental Oper-
ations. Under the leadership of my col-
league, Congressman GreNy FENGLISH,
that subcommittee held hearirgs on
the bill and suggested improvements

‘in its text. Tn July, the House passed

S. 496 with an amendment and re-
turned the legislation to the Senate.
Staffs from both boedies and both sides
of the aisle then met, discussed the
issues, and resotved their differences.
‘The bill before you today inmcorpe-
rates the best of the two earlier ver-

sions approved by owr respective

bedies. It is one that beth Houses can
and should support. Over the past few
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years, the Subcommittee on Oversight
of Government Management, under
Senator CoHEN’s leadership, conduct-
ed lengthy investigations and hearings
reviewing the issues related to comp-
puter matching. As members of the
subcommittee, we heard repeated de-
scriptions of the problems with Feder-

- al practices, including inaccurate data,
- poor control over the records, lack of
oversight and lack of statutory guid-
ance. This bill provides a reasonable
statutory scheme to resolve those
problems.

Federal benefit programs rely on
computers, not only to store informa-
tion about assistance provided to par-
ticular beneficiaries but also to uncov-
er irregularities and fraud that may be
hidden within the Federal system.

Computer matching programs are an.

increasingly popular means to check
applicants’ eligibility for Federal bene-
 fits and to discover possible fraud. By
directing their computers to compare
two or more sets of agency records,
Federal workers can quickly cross-
check various facts. Such procedures
1mprove the efficient and effectlve
review of beneficiary programs.

At the same time, however, comput-
ers and ccmputer matching programs
are not infallible. Mistakes can be and
are made. One obvious problem is that

computers often have outdated or in- -

correct - data. Other 'problems arise
from computer operators who mistak-
enly enter wrong information or
design faulty programs.

Consider, for example, a State
agency which conducted a 1983 com-
puter match of welfare records and
local bank records: The matching

project identified a large number of in-

dividuals with bank assets seemingly
in ‘excess of the program’s require-
ments. The agency did not, however,
immediately cut off these individuals’
benefits; it first gave each beneficiary
a chance to explain. The agency later
determined that the computer match
had an error rate of 94 percent. That
"means that 94 percent of the people
identified in the match as ineligible

were, in fact, eligible to receive their’

benefits. Experiences like this one
demonstrates that computer matching

programs- are only useful when care-

fuily administered.

In addition to the specter of inaccu-
rate data, computer matching prac-
tices threaten the privacy rights of in-
dividuals. Unrestrained matching
projects could lead to the compilation
of detailed computer files on every in-
dividual or to the Government’s im-
proper release or use of personal infor-
mation. To prevent such abuses,

agency records used in matches, as-

well as the resulting data, should be
safeguarded during their use and
either destroyed or returned upon
completion of the project. '

The bill before you today provides
needed statutory controls over Federal
use of computer matching. It creates a
statutory scheme in which each Feder-
al agency is required to process its

computer matching projects in an or-
derly fashion under the watchful eye
of an agency data integrity board.
Each matching project must proceed
under a document setting forth its
terms and procedures, including the
records to be matched, the treatment
of the records after the match, the use
of the resulting data, and the means
by which the data will be verified.

Most importantly, the bill prohibits

the termination of any individual’s
benefits on the basis of maiching data
until the.relevant agency first verifies
that data and gives the individual a
chance to respond.

These are commonsense safeguards.
The controls are comprehensive but
flexible, permitting agencies to tailor
their matches to their needs but re-
quiring them to think through protec-
tions for the individuals involved. The
rules represent the collective wisdom
of many groups and individuals who

have been tracking this issue since
“computer matching first-appeared in

the Federal arena.

I commend Senator CoreN for. his
continuing efforts in this important
area and for his ability to produce leg-
islation that enjoys the consensus sup-
port of the groups interested in and

affected by its provisions. The bill’

before us now is the culmination of lit-

erally years of work wrestling with .
issues of efficiency, privacy, effective- -
“ness, and fairness. Its provisions are

workable, sensible, and sorely needed,
This bill merits the Senate’s unani-
mous support, and I urge all my col-
leagues to join with us in voting for its
enactment into law at this time.

Mr. GLER®H %r. President, I rise in
support of the substitute amendment
to the House amendment to S. 496, the
Computer Matching and Privacy Pro-
tection Act of 1988. S. 496 was report-
ed unanimously by the Committee on
Governmental Affairs on May 20,
1987, and was passed by the Senate.on

May 21, 1987. The House of Repre-,

sentatives recently passed its version
of the bill, substituting the text of
H.R. 4699 in lieu of the Senate lan-
guage. The committee’s review of the
House amendment shows that it in-
cludes many of the same provisions of
the Senate bill. The substitute amend-
ment under consideration today in-
cludes certain provisions from the

criginal Senate bill, and other techni-

cal and conforming amendments
which the House has agreed to.

I want to commend Senator COHEN,
ranking minority member of the Sub-
committee on Oversight of Govern-
ment Management, who was responsi-
ble for putting together two sets of ex-
cellent oversight hearings on comput-
er matching by Federal agencies and
non-Federal agencies with Federal
records. The subcommittee’s -review
determined that computer matching is
a technique used extensively by in-
spectors general to track down fraud,
waste and abuse in Federal benefit
programs. The hearings raised ques-
tions about the due process and priva-

cy rights of those mdmduals subject
to unregulated computer matching ac-
tivities.

To resolve these questions, Senator
CoHEN and Senator LEvIN, the sub-
committee chairman, introduced and
secured Senate passage of S. 496,
which establishes procedures to regu-
late the use of computer matching, in-
cluding requiring matching agree-
ments between agencies when sharing
data, providing the right to appeal to
individual affected by information ob-
tained. in a match, -and establishing
Data Integrity Boalds to oversee
matching programs. I believe the legis-
lation we have before us today repre-
sents an appropriate balancing of the
need to track down fraud, waste, and
abuse in Government through com-
puter matching and the need to pro-

tect the privacy and due process rights

of individuals subject to those match-
ing programs.

I urge my colleagues to give this bill
their full support and speed its enact-
ment into law,

The PRESIDING OFFICER. The .
-question is on agreeing to the motion.

The motion was agreed to.

ORDER FOR STAR PRINT-—S. 1262

AND S. 1863

Mr. BYRD. Mr. President, I ask
unanimous consent that the reports
for S. 1626, the Intellectual Property
Bankruptcy Protection Act, and S.
1863, .the Municipal Bankruptey
Amendments, be star printed to effect
the changes that I now send to the
desk.

The PRESIDING OFFICER With-
out objection, it is so ordered. )

APPOINTMENT BY THE VICE
PRESIDENT

The PRESIDING OFFICER. The

Chair, on behalf of the Vice President,.

in accordance with Public Law 90-206,
appoints the following individual to
the Commission on Executive, Legisla-
tive, and Judicial Salaries: the Honora-
ble Charles Mathias of Maryland.

ORDERS FOR THURSDAY,
SEPTEMBER 22, 1988

RECESS UNTIL 9 A.M,
Mr. BYRD. Mr.. President,” I ask

unanimous consent that when the -

Senate completes ‘its business today, it
stand in recess until the hour -of 9
o’clock on Thursday morning next.

The PRESIDING OFFICER. With-
out objection, it is so ordered.

CONTROL OF TIME

Mr. BYRD. Mr. President, I ask
unanimous consent that the time for
debate during the 1 hour, the cloture
hour be under the control of Mr. KEN-
NEDY and Mr, HATCH.

The PRESIDING OFFICER. With-
out objection, it is so ordered.
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